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Outseer’s vigilant analysis of global fraud trends across various attack vectors in the first half of 2023
reveals critical insights.

Brand Abuse Dominance

57% Brand abuse remains the most prevalent attack vector,
constituting over 57% of all detected attacks. Notably, this
figure has decreased by 14% compared to 2022.

Brand Abuse
\ Rising Phishing Attacks
21 O/O Phishing attacks have seen a significant uptick, recording
a 14% increase from 2022. This underscores the persistent
trend of escalating phishing attacks.
Phishing

l Trojan Surge

1 1 O/O Trojans, a trend observed in 2022 due to Malware as a
Service, have surged by a staggering 120%. This rise is
indicative of evolving cyber threats.

Trojan

Decline in Rogue Mobile Apps

1 0% Rogue mobile apps, which emulate legitimate brands, have
decreased by 16% compared to 2022, demonstrating a shift
in attacker tactics.
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Attack distribution by Hosting Countries
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